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The benefits of solid Linux clustering

Introduction
Clustering is when a group of two or more computers (sometimes called nodes) work together as one single
system in order to provide high availability of services for users.

When a failure occurs on one server in a cluster, resources are redirected and workload is redistributed to
another networked server.

Clustering several servers makes both Linux web and database solutions many times more robust. The process
is mostly undertaken by organisations that have mission critical websites/applications and businesses that
are very serious about their internet presence.

A robust clustered solution is a positive thing for businesses in several different capacities. These include:
1 Possibility of 100% uptime

2 Disaster recovery options
3 High availability provides no single point of failure. So if a node fails, the next server will back it up,
which means no downtime for any of your sites
4 Load balancing spreads work evenly between the nodes in the cluster, allowing all of your websites
to respond quicker
5 Scalability allows you to expand your cluster as your company grows
6 Easy to manage and administer because the nodes in the cluster are handled as one single system
Internet Traffic Traffic after MySQL Failover
Data Replication - ..... Firewall Protection
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Why cluster with Linux?
Open source software has its advantages when it comes to clustering several servers despite the fact that
more coding is necessary.

One advantage is the lack of licensing costs which makes the solution cheaper. There is no free automatic
IP failover on a server with a Windows operating system as additional software has to be purchased to make
it work. On a server with a Linux operating system, automatic failover is more easily implemented.

In addition, Linux is known to be more secure and has a reputation for more increased server stability than
comparable Windows options.

Clustering on a web server
Because a clustered server solution gives no single point of failure, in the event of the failure on the primary
server, applications and programmes are able to continue on other hardware.

The organisations of today are becoming much more internet reliant, so they use their server solutions to
make sure websites are constantly available.

Businesses are much more likely to be able to run mission critical projects with confidence if servers are
clustered. A higher level of availability exists within a collection of clustered servers than on a single server
solution.

A high level of availability is important for businesses that have a lot of traffic going to websites. Popular
websites for large or ecommerce organisations need high availability.

Those sites with lots of variable content such as video or podcasting sites often need a high availability
because of the vast amount of data being downloaded. Video and other dynamic content is encouraged by
online marketing companies today due to its ability to keep website visitors interested.

As the internet industry evolves and grows, so will the amount of dynamic and downloadable content on the
platform meaning more businesses may find the need to cluster their solutions.

In fact one website states: “A recent report from technology research firm In-Stat indicates that the potential
market for online video content worldwide will grow from 13 million households in 2005 to 131 million
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households in 2010.

“One of the drivers behind this growth is the widespread adoption of broadband, and In-stat predicts that
by 2010 there will be 413 million broadband households worldwide, up from 194 million in 2005.™*

A recent study in the U.S. showed 138 million Americans viewed 9.5 billion online videos in November 2007
alone. The average online video duration was 2.8 minutes and the average viewer consumed 69 videos.
The figures show that 46% of the US population are watching video online, proving that online videos are
quickly increasing in popularity.**

If online video is set to follow the US here in the UK, it is easy to predict the amount of organisations who
could suddenly find their solution is not substantial enough.

So clustering could become more common even for smaller businesses as video content becomes more
frequently used throughout the net.

This high availability comes from increased bandwidth which is much more feasible with a large, robust
clustered solution.

Clustered servers can be load balanced over several locations, offering additional benefits such as the ability
to stay live in the event of the complete wipe-out of the location of your primary server solution.

Clustering on a database server
Access to information is a business critical need, clustering helps to protect, recover and ensure availability
of data in the event of a disaster.

Transactions on MySQL servers are processed exceptionally quickly when a server is clustered. Database
performance is increased as data is stored in the server's main memory (RAM) and not on the hard disk.
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There are several benefits to clustering MySQL servers:

Distributed architecture with no single point of failure

The possibility of 100% hardware availability

Load is shared between all live servers

Spread risk across data centres

High performance that only a main memory database can deliver
Extremely fast automatic failover
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Quick and easy to scale

This type of clustering requires three or more servers which are configured to operate as a single virtual
MySQL server.

A typical configuration would have two dedicated MySQL servers and a third server, known as a MySQL
management node.

MySQL clustering provides no single point failure with the added advantage of geographical flexibility. You
can opt to have your environment clustered across data centres using shared or private networks for
additional redundancy, if required.

Scalability is a key concern for many companies predicting fast or future growth. Clustered solutions can
be scaled quickly by simply dropping in further database servers to the cluster.

Clustering Linux database servers is also useful for companies whose day to day applications run online.
Many companies have made this move because it puts strain on a single server and clustering allows a
greater level of access.

Companies who store databases online can also benefit from clustering of servers. A well known British
optician moved all of its databases online so information was readily available in all offices throughout the

country. This increased the speed of service for the business greatly.

It's important to remember though, that clustering is not a complete backup system for applications.
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Why replicate your server solution?
When you replicate information from one to another you essentially have two pieces of hardware performing
the same actions.

This is effective if one server fails because another is able to continue the tasks of the server identically.

On a web server this is important in that visitors are provided with a consistent service which gives your
company a good reputation.

On a database server, after replication, all information is duplicated, meaning it is accessible even in the
event of the failure of your primary server. This benefits businesses in a disaster recovery situation because
employees are able to continue working with access to company data, meaning enhanced productivity in
the worst situations.

Database replication combines failover resilience with cost efficiency, and is the perfect starting point for
projects requiring high levels of uptime, without the costly overheads.

It involves a small software module being installed on each source and target server which will control the
IP failover on the servers. Data replication is dealt with from within the database software itself.

The initial mirroring operation can be performed while the source servers are active. After this simple
configuration and initial mirroring are completed, operations are automatic and transparent.

The failover module resides on servers, and continually monitors the source servers each other to detect
any failure in the solution and/or network. In the event of a server failure the target server can assume the
IP addresses of the failed servers.

Why can replication and clustering be more effective than traditional backup alone?

With traditional backup alone, businesses run the risk of losing up to a full day's data in the event of a system
failure, and this could take hours to restore.

For many businesses, this amount of lost data and downtime is no longer acceptable, which is why industry
leaders such as Microsoft and IBM use this type of replication for their high availability and disaster recovery
solutions.
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